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ABSTRACT
In this paper, we extend the information theoretic se-
cure constructions for biometrics to the computational
setting. Based on semantically secure encryption, we
introduce robust, fully private and secure biometric key
distillation and verification. Our model incorporates an
adversary with side information who has access to a
database with reference information. Even though our
schemes are based on a master key, no master key needs
to be stored in biometric sensors. In our scheme it is
possible to derive a polynomial number of keys from a
single biometric and we show how to renew keys in a
secure and private way without additional interaction
with the user. Previous work considers unconditional
secure key distillation which can at most reach partial
(information theoretic) privacy and which can only lead
to a small number of keys for each biometric.

1. INTRODUCTION

Biometrics identify/authenticate people on what they
are rather than on what they have (tokens) or what they
know (passwords). Since biometric properties can not
be lost or forgotten in contrast to tokens and passwords,
they offer an attractive and convenient alternative to
identify and authenticate people. During the enrollment
phase the biometric of a person is measured and a de-
rived template is encoded in reference information and
stored in a database. During the verification phase, a
verification device measures a biometric, retrieves the
corresponding reference information from the database
and performs a fuzzy match. The database is publicly
accessible by each verification device.

The main risks involved in using biometrics are:
i) Biometrics contain sensitive information about peo-
ple [B, P65]. ii) Once compromised, they are com-
promised forever and can not be reissued [S99]. iii)
They can be used to perform cross-matching between
databases and to track peoples behaviour. iv) Many
biometric identifiers can be forged based on template
information [PK00, B02, MMJ+03]. So, unprotected
biometric reference information in the database leads
to privacy risks; i.e. they leak information on the bio-
metric. This problem received recently a lot of atten-
tion [JS02, TG04, LT03, DRS04, JW99, SRS+98].

In current template protection schemes [DRS04,
LT03, TG04] the reference information in the database
consists of helper data, which is used to correct measure-
ment noise and derive a key, and a cryptographic hash
of the key. The cryptographic hash is used to verify the
derived key. The helper data is designed such that it re-
veals no information about the distilled key and a min-

imal amount of information on the biometric template.
The helper data is stored in the database and inevitably
leaks some (Shannon) information about the biometric
template. This information can be used by an adver-
sary to guess the biometric template with an improved
probability. For example, if the Hamming distance is
used, then the helper data contains linear combinations
of the bits representing the biometric template. Hence,
by guessing a solution of this system of linear equations
(in polynomial time), an adversary improves his prob-
ability of successful impersonation. Therefore, current
schemes achieve only partial privacy of biometric tem-
plates.

In this paper we show how to construct reference
information which protects and maintains the full pri-
vacy of biometric templates, even in the presence of an
adversary with side information (e.g. a fingerprint cap-
tured from a glass) while still leaking no information on
the distilled keys. Given the side information, we are
interested in the adversaries probability of successfully
guessing information about the biometric and its dis-
tilled keys. Full privacy means that an adversary is not
able to improve this probability by additionally using
the reference information; i.e. the publicly available ref-
erence information from the database is not useful for
him.

In order to achieve full privacy we rely on seman-
tically secure encryption. Even though this requires
a secret master key, the verification devices in our
schemes do not need to store any master key. In our
proposed computational secure setting it is possible
to derive a polynomial number of keys securely and
privately from a single biometric. We show additionally
how to renew keys in a secure and private way without
additional interaction with the user. We prove that the
current schemes [DRS04, TG04] only allow a limited
number of keys per biometric.

2. MODEL AND CONTRIBUTIONS

The basic model consists of users (whose biometric is
measured), multiple verification devices (VDs), a single
certification authority (CA), and an adversary.

Enrollment: For each user Alice, the CA mea-
sures a biometric and encodes its template (or a
feature extracted from the template) together with
a randomly distilled key into reference information.
The CA stores the reference information in a pub-
licly accessible database. We assume that the CA is



trustworthy and follows the protocols as required; in
particular it is assumed that she will not leak any
information besides what is needed in the database.
This model captures key distillation from biomet-
rics [UPP+04, DRS04, SRS+98, LT03] which is of
interest as it allows to bind content to identities instead
of to devices. Our model also captures the encoding of
a random or uniformly distributed key rather than a
key derived from the biometric.

By J(x; k) we denote the reference information
corresponding to Alice’s enrolled biometric template1

x ← X and the key k ← K associated with Alice.
Throughout the paper, we denote random variables by
capital letters and the corresponding values by small
sized letters.

Verification: Alice wishes to identify herself to a
VD such that the VD can reconstruct the key k from
the reference information J(x; k) stored in Alice’s
database entry. Alice presents her biometric to the
VD. Because of measurement noise, the VD measures
a biometric template y ← Y which differs from the
originally enrolled template x ← X (the measurement
is modeled as a noisy channel [GT04]). After obtaining
the reference information J(x; k) at Alice’s database
entry, the VD executes a poly(|X|) time function
G(y, J(x; k)) which outputs k if d(y, x) ≤ δ and outputs
a ? otherwise. The function G is called a key-extractor.

Throughout the paper, VDs measure and verify bio-
metrics. In current literature, these functionalities are
split into a sensor, which measures the biometric, and
a device, which verifies the biometric. This requires a
secure and authentic channel between the sensor and de-
vice to protect the privacy of measured biometric tem-
plates. In this sense, the sensor, device, together with
the secure and authentic channel form a secure tamper
evident unit. This is what is called a VD in this paper.
We assume that VDs are trusted and do not leak mea-
sured biometric templates or distilled keys to the outside
world, that is, their software does not contain security
flaws. We also assume that the verification devices are
cheap and can therefore not be tamper-resistant. This
means an adversary can tamper with a VD to read out
its key material (after which the VD cannot be used to
measure biometrics since the VD is tamper-evident). In
particular, this may reveal a master key common to all
VDs. Hence, biometric verification schemes have to be
designed such that the VDs do not need/store a master-
key.

The communication between the verification device
and CA’s database, is over a public (untrusted) network
and is vulnerable to man-in-the-middle attacks. This
means that biometric verification schemes have to be
designed such that the authenticity/origin of publicly
communicated messages is verified. This does not
prevent database entries to be replaced with older
ones which requires mechanisms based on memory
integrity checking [MvOV96, p. 466-468]. For example,
the database entries form a hash tree whose root is
signed together with a timestamp, which is updated
on a regular basis (e.g. every day). To retrieve a

1X may also denote the result after feature extraction from the
enrolled biometric template.

database entry, the entries of the whole path from
the database entry to the root together with their
direct siblings is read out. The VD checks the hashes,
verifies the signature of the root, and checks whether
its timestamp is up to date. This detects whether
the retrieved entries in the database are the most cur-
rent ones. In this paper we assume that the database
is protected by a memory integrity checking mechanism.

Adversary: If the transmitted messages are au-
thenticated and if the VDs do not store a common
master key, then an adversary may only hope to be
able to fake Alice’s biometric template x ← X based on
side information and the reference information stored
in the database. By z ← Z we model the adversaries
side information as a noisy version of x ← X. The
random variables X, Y , and Z are correlated, their
joint distribution is denoted by PX,Y,Z .

We define robustness and reliability of (G, J) pairs
to deal with two important performance parameters of
biometric systems: the False Rejection Rate (FRR) and
the False Acceptance Rate (FAR). The FRR gives the
probability that an honest user Alice is refused and the
FAR gives the probability that impersonation by an ad-
versary succeeds.

We may reformulate the basic model as follows.
The VD receives y over a noisy channel X → Y and
the adversary receives z over a noisy channel X → Z.
Both channels are correlated and characterized by
the joint conditional distribution PY,Z|X . By means
of the public database, the CA transmits a public
message (the reference information) to VD, which is
also received by the adversary. By using the public
message, the VD corrects the noise in y and distills a
secret key. Maximized over PX , the maximal rate at
which the CA and VD are able to agree on a secret
key is equal to the forward key-capacity and is equal
to the secrecy capacity without public communication
Cs(PY,Z|X) [AC93, M93].

Contributions: We analyze the security and pri-
vacy provided by (G, J) pairs. For current schemes in
the information theoretic setting:
1. We show that given PX,Y and a parameter m a

fuzzy extractor can be used to construct a ro-
bust pair (G, J) which is secure against adversaries
with side information characterized by PZ|X,Y with
Ez←Z(H∞(X|Z = z)) at least approximately m.
The constructed pair is not secure for all PZ|X,Y .

2. We prove that for a given biometric template x ← X,
at most ≈ H(X|Z)/H(K) different keys ki ← K can
be encoded in reference information J(x; ki) without
compromising the security of the ki’s. This means
that the key corresponding to a given biometric can
only be renewed at most ≈ H(X|Z)/H(K) times.

3. As discussed in the introduction, only partial privacy
can be achieved [LT03].
In order to overcome these draw backs we propose

computational secure and private solutions. This re-
quires the CA to manage a master key s. We assume
that there exists a ppt (master) key generating algo-
rithm M which on input 1n, where n is the security pa-



rameter, outputs a master public-secret key pair (p, s);
(p, s) ← M(1n). Both the function G and the algorithm
J depend on (p, s). We indicate this by using the sub-
scripts p and s in Jp and Gs.
1. We show that given PX,Y semantical secure public

key encryption can be used to construct a robust
triple (M, G, J) which is secure and private for all
adversarial side information PZ|X,Y .

2. We prove that for each biometric the corresponding
key can be poly(n) times renewed without compro-
mising the security of the keys or the privacy of the
biometric.

3. Full privacy is obtained.
In the basic model the VD uses Gs, hence, it needs to

store the master key s which we want to avoid. For this
reason we extend our model by trusted parties (TPs).
We assume that the TPs are trusted and store and do
not leak the master key s. This allows the VD to out-
source part of its computations, which is necessary since
it is not allowed to store the master-key s. To minimize
the trusted computing base we implement each TP by
multiple secure servers, each knowing only a share of
the master key s. We introduce homomorphic encoder-
decoders and combine those with homomorphic thresh-
old crypto systems [CDN01] and protocols from secure
multiparty computation [ST04] to outsource the com-
putations in a blinded way. This leads to the outsource
protocols with the following properties:
1. None of the VDs stores the master-key.
2. The master-key remains hidden to any one except for

collusions involving a sufficient number of corrupted
servers.

3. Secure servers do not obtain information about
stored templates as long as not too many servers
are corrupted.

4. The new model is vulnerable to a new attack in
which the adversary experiments with the secure
servers by impersonating a VD. We show that this
attack does not compromise the security and privacy
in our final protocol.

5. The final protocol leads to our biometrics verification
scheme where we show that keys can be renewed
by the secure servers without additional interaction
with Alice.
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